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Security: Introduction to security

Introduction

Dependability includes availability, reliability, safety, and maintainability.

Security in a computer system is strongly related to the notion of
dependability.

A dependable computer system is one that we justifiably trust to deliver its
services.

Confidentiality refers to the property of a computer system whereby its
information is disclosed only to authorized parties. Integrity is the
characteristic that alterations to a systems assets can be made only in an
authorized way.
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Security: Introduction to security

There are four types of security threats to consider:

Interception: unauthorized party has gained access to a service or data,
data are illegally copied. example: where communication between two
parties has been overheard by someone else.

Interruption: is when a file is corrupted or lost.denial of service (DoS)
attacks by which someone maliciously attempts to make a service
inaccessible to other parties is a security threat that classifies as
interruption.

Modification: unauthorized changing of data or tampering with a service
so that it no longer adheres to its original specifications. Example:
intercepting and subsequently changing transmitted data

Fabrication: additional data or activity are generated that would normally
not exist. For example, an intruder may attempt to add an entry into a
password file or database.
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Security: Introduction to security Security threats, policies, and mechanisms

security policy

A security policy describes precisely which actions the entities in a system
are allowed to take and which ones are prohibited.

Important security mechanisms are:

1 Encryption: transforms data into something an attacker cannot
understand.

2 Authentication : is used to verify the claimed identity of a user, client,
server, host, or other entity.

3 Authorization: After a client has been authenticated, it is necessary to
check whether that client is authorized to perform the action requested.

4 Auditing: tools are used to trace which clients accessed what, and in
which way. Although auditing does not really provide any protection
against security threats, audit logs can be extremely useful for the
analysis of a security breach, and subsequently taking measures against
intruders.

4 / 29



Security: Introduction to security Design issues

Design Isues

Three approaches for protection against security threats

Object

Method

State

Data is protected against
wrong or invalid operations

Invocation

Data is protected against
unauthorized invocations

Data is protected by
checking the role of invoker
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Security: Introduction to security Design issues

Layering of security mechanisms

An important issue in designing secure systems is to decide at which level
security mechanisms should be placed.

Application Application

Middleware Middleware

OS Services OS Services

Transport Transport

Network Network

Datalink Datalink

Physical PhysicalHardware Hardware

OS kernel OS kernel
Low-level protocols

High-level protocols

Network
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Security: Introduction to security Design issues

Layering of security mechanisms

Separates general-purpose services from communication services. Several
sites connected through a wide-area backbone service.

Encryption device

Intersite
connection

service

Such connections can be configured using techniques like Multiprotocol Label
Switching (MPLS) or techniques for Virtual Private Networks (VPN).
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Security: Introduction to security Design issues

Distribution of security mechanisms

Trusted Computing Base (TCB) is the set of all security mechanisms in a
(distributed) computer system that are needed to enforce a security policy, and
that thus need to be trusted. The smaller the TCB, the better.

If a distributed system is built as middleware on an existing network operating
system, its security may depend on the security of the underlying local
operating systems.

For example, for a secure distributed file system, it may be possible to isolate
the file server from clients by placing the server on a machine with a trusted
operating system, possibly running a dedicated secure file system. Clients and
their applications are placed on untrusted machines. (TCB reduced)
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Security: Introduction to security Design issues

Simplicity

Another important design issue related to deciding in which layer to place
security mechanisms is that of simplicity.

User-level authentication may therefore require at least a notion of
cryptographic keys and awareness of mechanisms such as certificates,
despite the fact that many security services are highly automated and
hidden from users.
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Security: Introduction to security Cryptography

Cryptography

Consider a sender S wanting to transmit message m to a receiver R. To protect
the message against security threats, the sender first encrypts it into an
unintelligible message m’, and subsequently sends m’ to R. R, in turn, must
decrypt the received message into its original form m.

Plaintext, P

Decryption
key, D

Encryption
key, E

Encryption
method

Decryption
method

Passive intruder
only listens to C

Active intruder
can alter messages

Active intruder
can insert messages

Plaintext

K K

Ciphertext
C = E  (P)K

Sender Receiver
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Security: Introduction to security Cryptography

Cryptography

In a symmetric cryptosystem, the same key is used to encrypt and decrypt a
message: P = DK (EK (P))
In an asymmetric cryptosystem, the keys for encryption and decryption are
different, but together form a unique pair. In other words, there is a
separate key KE for encryption
and one for decryption, KD, such that:

P = DK D(EK E (P))

Another application of cryptography: hash function H takes a message m of
arbitrary length as input and produces a bit string h having a fixed length as
output: h = H(m)
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Security: Secure channels Authentication

Notation used
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Security: Secure channels Authentication

Authentication based on a shared secret key

challenge-response protocols

Ex: Alice and Bob are abbreviated by A and B, respectively, and their shared
key is denoted as KA,B.
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Authentication based on a shared secret key (a challenge could take the form
of a random number)
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Security: Secure channels Authentication

Authentication using a key distribution center

Key Distribution Center (KDC) shares a secret key with each of the hosts, but
no pair of hosts is required to have a shared secret key as well. KDC requires
that we manage N keys instead of N(N - 1)/2
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Security: Secure channels Authentication

Authentication using a key distribution center

Using a ticket and letting Alice set up a connection to Bob
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Security: Secure channels Authentication

Authentication using public-key cryptography

Mutual authentication in a public-key cryptosystem
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Security: Secure channels Message integrity and confidentiality

Message integrity and confidentiality
Digital signing a message using public-key cryptography.
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Security: Secure channels Message integrity and confidentiality

Message integrity and confidentiality

Digital signing a message using public-key cryptography.

K
A

(m) K
A

(m)

K
A

Alice's
private key,

K
B
+

Bob's
public key,

K
A
+

Alice's
public key,

K
B

Bob's
private key,m m

m

Alice's computer Bob's computer

(m))K
A

K
B

+(m,

The unique association between a message and its signature prevents that
modifications to the message will go unnoticed.
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Security: Secure channels Example: Kerberos

Kerberos

Kerberos is a network authentication protocol.

It is designed to provide strong authentication for client/server
applications by using secret-key cryptography.

A free implementation of this protocol is available from the MIT.

3 main components

A Key Distribution Center (KDC), which is a server that has two
components: an Authentication Server and a Ticket Granting Service.

The client (user)

The server that the client wants to access
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Security: Secure channels Example: Kerberos
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Security: Secure channels Example: Kerberos

To log on to the network, the user provides an account name and
password.

The AS component of the KDC accesses Active Directory user account
information to verify the credentials.

The KDC grants a TGT that allows the user to get session tickets to
access servers in the domain, without having to enter the credentials
again (expiration period max 10 hours).

When the user attempts to access resources on a server in the domain,
the TGT is used to make the request. The client presents the TGT to the
KDC to obtain a service ticket.
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Security: Secure channels Example: Kerberos

The TGS component of the KDC authenticates the TGT and then grants a
service ticket. The service ticket consists of a ticket and a session key. A
service ticket is created for the client and the server that the client wants
to access.

The client presents the service ticket to create a session with the service
on the server. The server uses its key to decrypt the information from the
TGS, and the client is authenticated to the server.

If mutual authentication is enabled, the server also authenticates to the
client
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Security: Access control General issues in access control

Access control

In the client-server model, once a client and a server have set up a secure
channel, the client can issue requests.

Requests involve carrying out operations on resources that are
controlled by the server.

Such a request can be carried out only if the client has sufficient access
rights for that invocation.

Verifying access rights is referred to as access control, whereas
authorization is about granting access rights.

Subject Reference
monitor

Object

Request for
operation

Authorized
request
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Security: Access control General issues in access control

Access control

if (s appears in ACL) and
if (r appears in ACL[s])

grant access

ServerClient

Create access request r
as subject s

(s,r)

ACL Object

(a)

(o, r)

if (r appears in C)
grant access

ServerClient

Create access request r
for object o. Pass
capability C

Object

C

(b)

Comparison between ACLs and capabilities for protecting objects. (a) Using an
ACL. (b) Using capabilities.
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Security: Access control General issues in access control

Access control
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Security: Access control General issues in access control

Access control
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Security: Access control Firewalls

Firewalls

Application
gateway

Packet
filtering
router

Packet
filtering
router

Connections
to outside
networks

Connections
to internal
networks

Firewall

Outside LANInside LAN

outgoing packets......................................incoming packets
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Security: Access control Firewalls

Firewalls

packet-filtering gateway. This type of firewall operates as a router and
makes decisions as to whether or not to pass a network packet based on
the source and destination address as contained in the packets header.

the packet-filtering gateway shown on the outside LAN would protect
against incoming packets, whereas the one on the inside LAN would filter
outgoing packets.

application-level gateway vs packet-filtering gateway, which inspects only
the header of network packets, this type of firewall actually inspects the
content of an incoming or outgoing message.

A typical example is a mail gateway that discards incoming or outgoing
mail exceeding a certain size. More sophisticated mail gateways exist that
are, for example, capable of filtering spam e-mail.

A special kind of application-level gateway is what is known as a proxy
gateway.
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Security: Access control Secure mobile code

One approach to protection against potentially malicious code, is to
construct a sandbox.

A sandbox is a technique by which a downloaded program is executed in
such a way that each of its instructions can be fully controlled.

Class
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Class
verifier

Loaded
class
object

Java interpreter

Java program

Request
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Select appropriate loader
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remote
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Remote siteLocal site

Java sandbox
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